ABSTRACT In this paper, we initially investigate the physical layer security over device-to-device communications, where the channel is modeled from the Fisher-Snedecor F distribution. To be specific, secrecy metrics, including the secrecy outage probability, the probability of non-zero secrecy capacity, and the average secrecy capacity, are well derived with exact closed-form expressions, which are given in terms of the Meijer's G-function. The accuracies of our mathematical expressions are further validated by Monte Carlo simulation results.
I. INTRODUCTION
Currently, D2D communication is widely regarded as a promising candidate for the fifth-generation (5G) communication. Due to the highly standardization of the communication scheme, including the modulation and coding mechanism [1] , it is increasingly vulnerable for legitimate D2D pairs to highly ensure secrecy from malicious third entities, especially when they are being wiretapped due to the open access of transmission medium [2] .
More recently, the Fisher-Snedecor F fading model was proposed in [3] to characterize the D2D links. It is reported therein that the Fisher-Snedecor F distribution can provide a good, and in most cases, a better fit to the experimental channel data, especially in comparison with another composite fading model, i.e., the generalized-K distribution. The seminal finding in [3] demonstrates that the Fisher-Snedecor F fading model is a promising alternative model to capitalize the device-to-device (D2D) communication links, especially at 5.8 GHz, for both indoor and outdoor environments [4] .
In addition, the probability density function (PDF) of Fisher-Snedecor F distribution is less simpler than the generalized-K distribution due to the PDF of generalized-K distribution having the non-elementary function, i.e., the modified Bessel function. In addition, the Fisher-Snedecor F distribution is flexible since it can be reduced to some special cases when the fading parameters are fixed for some values [5] , i.e., Nakagami-m distribution (m s,l → ∞, m l = m), Rayleigh distribution (m s,l → ∞, m l = 1), and one-sided Gaussian distribution (m s,l → ∞, m l = 0.5).
As it can be seen from the existing works [6] - [9] , the secrecy concern over the generalized-K wiretap fading models has been widely investigated. In [6] , the lower bound of secrecy outage probability and average secrecy capacity over the single-input and multiple-output (SIMO) generalized-K wiretap fading model were derived, which were given in terms of the Meijer's G-function. This function is with a general form and is defined in terms of the MellinBarnes integral. In addition, it has been found widely applied in [6] - [14] when analyzing secrecy performance over various fading channels, for example, α − µ [10]- [13] , [15] and κ − µ [14] , etc.
Motivated by the experimental and theoretical advantages of Fisher-Snedecor F distribution, as such, the objectives of this paper are multi-fold,
• Considering the presence of an active eavesdropper, two essential secrecy metrics, including the secrecy outage probability (SOP) and the probability of nonzero secrecy capacity (PNZ), are derived with exact closed-form expressions, moreover, the lower bound of SOP is also provided. The aforesaid metrics are exactly given either in terms of the univariate Meijer's G-function or the bivariate Meijer's G-function.
• On the other hand, considering a passive eavesdrop- 
II. SYSTEM MODEL
Consider the Wyner's wiretap channel model [19] , to be specific, as shown in Fig. 1 , a wireless D2D link in the presence of an eavesdroppers, where the source (Alice) intends to send private messages to legitimate receiver (Bob) over the main channel h B , and being intercepted by a third entity (Eve) over the wiretap channel h E .
It is assumed that (i) all users are single antenna based; (ii) the D2D links are modeled by the independent FisherSnedecor F distribution [3] , h k , k ∈ {B, E} with fading parameters (m k,s , m k ), herein m k,s , m k represent the amount of shadowing of the root-mean-square (rms) signal power and the fading severity parameter, respectively.
For the given system configuration, the received instantaneous signal-to-noise ratios (SNRs) at Bob and Eve are expressed as
where P, σ 2 B , and σ 2 E denote the transmission power, noise power at Bob and Eve, respectively. g k = |h k | 2 represents the instantaneous channel power gain with unit mean. It is assumed that both the main channel (Alice → Bob) and the wiretap channel (Alice → Eve) are quasi-static fading channels [20] .
The PDF of the instantaneous received SNR, γ k , is defined in [3, eq. (5)], we further rewrite it in terms of the Meijer's 
where (11)] and given by Assuming the availability of perfect channel state information (CSI) at all terminals, the instantaneous secrecy capacity is defined as the difference between the main channel capacity C M and the wiretap channel capacity C W [7] , and is expressed as follows
III. SOP CHARACTERIZATION
When considering an active eavesdropper, secrecy outage probability (SOP) is frequently measured as a benchmark to indicate how secure the Alice-Bob transceiver pair is. The SOP is an information-theoretical concept having a definition that a secrecy outage event happens when the instantaneous secrecy capacity C s is equal to 0, or when C s is lower than the target secrecy rate, i.e., C s < R t .
To this end, making a revisit to (6), the secrecy outage probability, P out (R t ), is conceptually and mathematically VOLUME 6, 2018 explained in the following form [13] , [22] .
where 
Proof: Revisiting (7), we have
Substituting (3) and (5) 
IV. PNZ CHARACTERIZATION
The existence of non-zero secrecy capacity is a fundamental metric, and it is assured with the probability given by
Proposition 2: The probability of non-zero secrecy capacity over Fisher-Snedecor F Wiretap Fading Channels is given by
Proof: Following the proof of remark. 1, the proof of P nz is similarly obtained.
V. ASC CHARACTERIZATION
A. EXACT ASC Theorem 1: The average secrecy capacity over FihserSnedecor F wiretap fading channels is given by (13) , shown at the top of next page.
Proof: Recalling the result given in [6, eq. (17) ], the ASC given in (6) can be further mathematically expressed
where
Next, re-expressing the logarithm function in terms of the Meijer's G-function [21] , i.e.,
substituting (3), (5), and (16) into (15a), I 1 can be developed in (17) , shown at the top of next page, where L 1 is a certain contour separating the poles of (m E + s) from the poles of (−s). The inner integral U can be directly developed by using the Mellin transform for the product of two Meijer's G-functions [21, eq. (2.25.
1.1)] as follows
subsequently, rewriting (18) in terms of the definition of univariate Meijer's G-function, then substituting the obtained result into (17) and performing the change of variables s = −s and ξ = −ξ , leads to the following result 
B. ASYMPTOTIC ASC
Observed from (13) , the exact ASC is given in terms of the extended generalized bivariate Meijer's G-function. Its implementation is not available in mathematical packages, like Mathematica, Maple or MATLAB. Fortunately, it is computationally tractable and programmable, which can be found available in [24] . As such, the asymptotic ASC is derived especially when β =γ B γ E is at high SNR regime.
Theorem 2: When β =γ

B
γ E is at high SNR region, the asymptotic ASC would be given bȳ
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(1, 1) (1, 0) 
ds, (22) where j = √ −1, G 1 can be evaluated at the poles s = m B + ξ and s = 0 on the left of the contour L 1 , respectively
subsequently, plugging the obtained results into (22) and then into (19) , yieldŝ
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where (2) . After making some simple mathematical manipulations and applying the univariate Meijer's G-function, the proof of (21a) is obtained.
Regarding the proof forÎ 2 , it can be evaluated at the poles on the right of the contour L 1 , i.e., s = m E,s − ξ and s = m B , and subsequently following the similar steps with (22)- (25), we obtain the asymptotic I 2 .
VI. NUMERICAL RESULTS AND CONCLUSIONS
In order to confirm the accuracy of our derived analytical results given in Sections. III, IV and V, Monte-Carlo simulations are therefore presented to compare with our analytical results given in (8a), (8b), (9), (12) , and (13). Considering the active eavesdropping scenario, Figs. 2-4 verify the SOP and PNZ over the Fisher-Snedecor F fading channels. As observed from the three graphs, it is observed FIGURE 3. P out versusγ E over Fisher-Snedecor F fading channels when R t = 0.5, m B = 2, m E = 3, m s,B = 2, m s,E = 3, and B = E = 1, respectively.
that our derivations are in good agreements with simulation outcomes. In addition, it is noteworthy to mention that the obtained two SOP expressions, given in (8a) and (8b), match well.
Moreover, the lower bound of SOP given in (9) both plotted in Figs. 2 and 3 demonstrates that the P L out , as expected, is gradually approximating the exact SOP, especially asγ E increases. Such a phenomenon is particularly vivid in Fig. 3 . The lower bound of SOP is apparently beneficial because (i) whenγ E is at high signal-to-noise ratio (SNR) regime, it is highly tight to the exact SOP; (ii) it could offer a simple and general computational benchmark for wireless system designers when requiring quick evaluation of security risks.
In Fig. 4 , we plot the PNZ against the ratio ofγ B andγ E for selected values of m B . One can obtain that larger value of m B assures secure transmission with a higher probability. In other words, higher amount of shadowing of rms signal power is helpful to improve system secrecy. This is just the nature that how physical layer security deploys the randomness of wireless channels, i.e., fading, to enhance secrecy.
Figs. 5 and 6 illustrate the ASC againstγ B and β over the Fisher-Snedecor F wiretap fading channels, respectively. Apparently, our analytical result given by (13) is successfully confirmed by Monte-Carlo simulation outcomes. In addition, one can perceive the following conclusion: (i) higherγ E leads to a lower ASC; (ii) the ASC can be improved by assuring highγ B ; (iii) the ASC will reach a certain floor as β increases, as shown in Fig. 6 ; (iv) our asymptoticC s given by (20) starts to gradually approach the exact one only when β is larger than 10 dB for our given simulation configuration.
VII. CONCLUSIONS
In this paper, we have investigated the physical layer security over the Fisher-Snedecor F wiretap fading channels. The SOP, PNZ and ASC were derived with closed-form expressions, which are given in terms of Meijer's G-function. In addition, the asymptotic analysis of ASC was further provided when the ratio betweenγ B andγ E is at high SNR regime. The accuracy of our analytical results were efficiently validated by Monte-Carlo simulation results.
APPENDIX I. PROOF FOR P out ,1
In order to obtain the analytical solution to (7), the Parseval's relation for Mellin transform [18, eq. (8.3.23) ] is recalled, which is given by
where L 1 is the integration path from υ − j∞ to υ + j∞, and υ is a constant [18] . Then by introducing the definition of univariate
where step (b) is developed by interchanging the order of two integrals.
The inner integral in (27) can be further written as 
where L 2 is a certain contour, which separates the poles of (−ξ ) from the poles of (m B + ξ ). In continuation, with the help from [27, eq. (2.9)], M[f E (γ ), s] is given by
Next, substituting (29) and (30) into (26), yields 
